
From	Safe	&	Sound	to	Safety	&	Security	Model	

The	Ten	Commandments	of	
Protec9on	Against	Terrorism



This manual is made by security expert Mohammed Walid and the foun-
der of SIRAS Kent Haakonsson. A combination of several different de-
grees in security and the experience from many years in the front line of 
protection and consulting. The manuel is just an appetizer and not a 
complete counter terrorism manual. We hope the appetizer will wake up 
some people and in the end make them take important steps to secure 
them selves and their family. 

Do you know what to do in case of a terrorist 
attack or other emergency?  
 
If the answer is no, then you should do so-
mething about it - NOW.  

Consider what you read here as ten measures or better 
commandments for you to do to enhance your security – 

by yourself! 

Ask yourself and be honest



In English, it is common to tie these two words 
together: ‘safe & sound.’ Safe & sound however 
could in some ways be redundant. A more 
practical bundle we need to consider is ‘safe & 
secure’ framework. Since the dawn of the state, 
security has been its responsibility as well as its 
privilege. But, before this bestowment to it, 
security was in the hands of individuals, whom 

were usually in charge of their families. This was at the time when 
tasks were clearly divided in the single household; when males were 
solely responsible for protection.

Today, cards have been muddled up. 
Even, if psychologically this still 
stands, all people of the one family 
need to take part in the safe & secure 
f ramework. Eventual ly, for a l l 
members (males, females, kids or 
elders) to be well-informed and 

trained regarding what to do in a stressful situation is an advantage 
to everyone, as opposed to only one adult doing everything in a 
complex world. Indeed, the thesis that the state is the provider of 
security is still valid and the principal one; nevertheless, the fact that 
the state has limited resources, let alone in times of crises, safety 
should be an individual and shared issue across the entire 
population. 



To begin with, a key ingredient for a safe & secure world is to deve-
lop one’s thoughts and decisions around the parameters of safety 
& security in all of one’s daily-life calculations. 

In line with the model of safety & security SIRAS Academy advoca-
tes for, below are the ten commandments, in essence practical tips 
and hints for all of us, working in security or not, to know how can 
we protect ourselves and our beloved ones and innocent citizens 
around. 

First, we have to develop awareness to all our surroundings. We 
speak about situational awareness. Situational awareness is 
awareness that is episodic in its nature. An awareness that separates 
between every event and zoom into each one. To simplify things, let’s 
say you are in the car, where you are gives rise to a situation different 
from a situation when walking or riding a bike. One thing we need to 
distinguish between is awareness and alertness. People usually mix 
between both. The latter is effortful to the mind. As psychology informs 
us, the more something requires more of our effort, the more it 
becomes a burden that depletes our energy. Subsequently, we end up 
collapsing and ironically could be in the moment when the terrorist 
attack happens. 

THE TEN COMMANDMENTS



 

 

Aware German Shepherd - re-
laxed posture, leaning backward, 
ears and eyes spread out while 
still observant

Alert German Shepherd - tighter 
muzzle, leaning forward, ears 
and eyes aligned and directed 
towards a certain area  

Just imagine a German Shepherd dog with their ears 24/7 sharply 
raised and close to each other, for how long can this dog stay on high 
alertness. Hours, minutes? Only seconds before the dog either 
confirms the threat and hence acts upon it or relaxes them by 
identifying the suspicious act as a false-alarm threat. But, the fact that 
the dog would in less than few seconds erect their ears towards the 
zone of threat demonstrates awareness rather than the effortful 
alertness. It is because of the sustained effortful, subconscious 
awareness the dog exhibits that he can immediately turn alert only 
when needed.

We, humans, should learn from dogs the art of awareness and 
alertness. Security institutions are eventually made up of people, and so 
those people that operate these vectors would commit more errors due 
to the fatigue of alertness they live in constantly. Meanwhile, they could 
develop awareness instead and leave alertness only to when a subtle 
situation kicks in. 



Indeed, the art of awareness is not easy, let alone the border line 
and balance between awareness and alertness. Yet, benefits ac-
cumulated from awareness would ensure the safety of the re-
spective person as opposed to prolonged alertness. People who 
think they can be fully alert all the time might just create an illusion 
of security rather than a real one. Terrorists realize that. The UK for 
example struggled against consecutive terrorist attacks of the IRA 
for about 25 years, which should be a solid ground for the UK to 
build immunity against terrorist attacks. Nonetheless, the UK still 
fights different aggressive forms of terrorism – in the same way of 
putting its security personnel on high alertness! As some studies 
suggest, there is a positive correlation between the sustained level 
of fatigue in people and security loopholes in observing terrorists.  

The more prolonged state of alertness you have, the less observant 
you become. Hence, the concluding takeaway from this tip is build 
awareness and only alertness when awareness suggests so. 



Having articulated the distinction between both forms of allocating at-
tention to security, there is a way to practice that; in fact there are 
few steps to follow. These steps we cover in item one and three. 
Conduct an Eco-individual analysis. The idea behind this analysis is 
to look into the individual and the environment (ecology) around him 
separately and then in connection to each other i.e. the individual 
standalone and then the individual within the context where he is. 
Start with reading the cues. Humans like other animals have abun-
dance of senses that comes biologically for a reason. Just as we 
read the signs while driving or doing any activity, we need to be com-
fortable and sharp with reading signs the environment around us gi-
ves. Consider this, walking down the street when you suddenly noti-
ce someone gazing at you. You turn your head and then you find 
someone else exactly doing the same: staring at you. Now, you are 
getting an environmental cue; that is, two people are looking at me. 
As the computer does, your brain must analyze the coming cues. Are 
these two folks independently setting their eyes on you or are they 
related to one another. 

How would you know? Well, this is when you have to find the clues. 



The clue is a sub-component of the cue. It is the signal derived 
from a behavioral attitude that refers unintentionally or involuntarily 
to the cue. Are these two guys acting the same or different? Start 
with the obvious till reaching the minuscule details. Are they 
wearing similar clothes, acting the same etc. through to, are they 
sweating, moving something impulsively? If not, now you know 
that probably one is just procrastinating and has his eyes just 
fixated somewhere and it happens to be in your line, while the 
other might have something else. Having been left with one, what 
would you do? Assess the situation, what to do: move away (slow 
or fast) or stay or be bold and approach? Well, there is no one 
size-fits-all answer. This would depend on the context. Therefore, 
observe the context. If there is many people around, you could 
think of staying – but that also depend if the person seems to have 
something with him that could suggest a bomb or so. If it seems 
ideal to stay and call someone, then do so. If not, then move. 
Regardless to the decision, consider your decision-making 
machine; that is, your brain an automated yet conscious vehicle 
that not only react to a situation but act upon it: by reading the 
cues, finding the clues, assessing the situation and observing the 
context. 



 

The takeaway here to spot any deviation from normal be-
havior in the environment where you are. Observe the conte-
xt and determine upon it the baseline, upon which you will de-
tect any anomaly and whether this anomaly should invite your 
alertness to an explicit threat or implicit threat (an action that 
you are wary of but not sure if it constitutes a threat and so-
metimes you may be the only one noticing it in a crowd, 
making it more difficult to evaluate) or just sustaining normal 
awareness would suffice. Check the chart below of Behavio-
ral Security Assessment after point three for a comprehensive 
view.



 

 

Second, do not enforce your prejudice, but do not be naïve 
either. This means that instead of quickly deeming both people 
looking at you suspicious, do not turn extreme in judging people 
over how they act. Evidence from neuroscience tell us that 
many terrorists and criminals were considered “normal” or even 
“very gentle” or “successful” or “smart” by their family, neighbors 
and wider circles. Only to find that they committed a massacre 
and then people receive the shock of not only the horrendous 
act, but the fact that it was performed by someone far away 
from their perception of evil acts. Just keep an eye and be pa-
tient. A tiger can keep following a herd of many, analyzing their 
behavior for up to eight hours to get a potential prey! Only novi-
ce tigers will rush and equally lose the battle. Be like the profes-
sional tiger!

The bottom line of the second point is, approach everything 
and everyone with caution but without the urge of reacting vs 
acting. Wait and see. Do not judge only by how they look or 
act. But, assess all the surrounding – and that includes the in-
dividual. 



Third, in order to properly evaluate a situation and not fall into the 
trap of burning out from suspecting everyone and everything in your 
way, check the subject in tandem with their environment as well as 
independent from it. This is the second part of the Eco-individual ana-
lysis i.e. after consulting the four phases in relation to the individual, 
now conduct it in relation with the environment where the individual 
stands. Why? Because, looking into the behavior of an individual alo-
ne or the environment alone might be misleading, let alone if you did 
not get the contextual analysis right in the first place. Psychologist 
Daniel Kahneman earned his Nobel Prize for revealing the errors and 
biases humans fall in when making a judgment. In other words, do 
not trust so much or so quickly what you think. Investigate the situa-
tion in terms of the behavior and appearance of the individual alone 
and in parallel in connection with the environment where you and the 
person you suspect are e.g. if the individual is in a shopping mall the 
context is different from being in a football match, while the individual 
is the same.



 

 

Behavioral Security Assessment: 

Awareness on a Y-scale and behavioral baseline on X-scale 
whereby you are supposed to conduct the Eco-individual ana-
lysis using its four cycles to determine whether there is a threat 
that requires alertness and if so what kind of threat.



Forth, at a logistical level, always make copies of your essen-
tial documents and divide them in separate units. As the Eng-
lish parable runs, do not put all your eggs in one basket, so 
does the safe & secure framework calls for. If you are travel-
ling, make copies of your passport, national id, insurance card 
etc. Instead of putting all of them in one pocket-bag, or so, pre-
ferably divide them. In this way, in case one was lost or stolen, 
you would still have a proof of any identity. In the same lines, 
have a divergent holder with some pocket-money. The purpo-
se of this holder is not actually to just spend money from or 
dispose your coins in, it is to give to someone threatening you 
to give out what you have. But, do not give that fast or that 
easy, otherwise, your trick might be exposed. Show that this 
small bag is precious to you and that it is the only one you 
have. Then give ita way. This way, you might save yourself gi-
ving more things or even if you will, probably you will still give 
less than more as opposed to giving directly what is really all 
what you have in your pocket or elsewhere.

The takeaway here is to be strategic in each move you make. 
Be mindful in your actions and prepare for your moves. Devel-
op what we call security etiquette. Only do what you want in a 
precise manner and after due diligence. 



Fifth, be mindful. Do not act like a tourist in places of 
crowd. Why? Well, gangs are out there hunting for those 
people: quick catch with easy money. Thus, do not keep 
insisting on going around with your camera stick like a 
magic wand in your hand. Use your devices with 
prudence. Eyes are watching from everywhere, and in 
places you may not expect, Paris included, the city with 
the highest annual touristic visits around the world. 
Around its iconic locations,  cases have been reported of 
individuals standing among the crowd observing tourists 
and waiting for the right moment to get something out of 
them. This might not be terrorist attack, thankfully so. 
However, there is indeed a feeling of terrorizing if you 
know that you or someone you fear about their well-
being are being chased down like a prey if they keep 
posturing themselves as such.



Sixth, terrorists like to hit in places where they can get atten-
tion. They have a simple equation, the wider their work can re-
sonate, the more fear they instigate and the more we can get 
out from our mission. After all, the operating terrorist is just the 
last bit in the chain. They act as the messenger – no more. In 
this case, try to stay away from crowded public places inclu-
ding public squares – even more than public transportation. 
Understand how terrorism works. Four points to jot down here. 
A) when a terrorist is planning to strike, he is under intense 
psychological stress that you can read from his body language 
e.g. eye movements, hands tucked in wide pockets, walking 
fast wish short strides, heads down or above level of eye con-
tact. B) this terrorist has also been promised to go to heaven, 
the better place than here. He has been detached from this 
world. In other words, the attack has occurred already long be-
fore he physically makes it. C) terrorism occurs through an or-
ganization, be it small or big. The one or more terrorists you 
see on tv after a disaster hits is more of an image than anyt-
hing else. What is behind him is the organization with the 
minds designing the operation. Unless the terrorist himself has 
a personal statement to make, and in that case, this terrorist is 
more than a messenger and operator. He is also the designer.   
In that instance, detecting the terrorist becomes much more 
harder. 



A salmon fish in a pond of salmon 
fish, could you detect the salmon 
fish I am speaking about – indeed 
not. 

You won’t even know which fish am I alluding too. Same here. 
It is not easy when a terrorist is also the designer because 
then he is more confident and could act more calmly and nice-
ly among the public. However, in this particular situation where 
a terrorist is also the designer, these two behavioral clues, 
calmness and gentleness could be the exact signs you look 
for. In particular, this person might be smiling or touching more 
systematically, in a paternal manner – like a godfather. Move 
away if you notice this. D) terrorist attacks happen with a ripple 
effect. Usually, a principal terrorist act would be followed by 
smaller one(s) – not in the very same location, but might be in 
one of the corners of it. 



Seventh, create an emergency communication plan for your 
family members. Terrorist attacks have a huge impact, though 
they are the exception to the rule of normal life threats. For 
that low probabilistic recurrence, many families are less moti-
vated to spend some family-time speaking and organizing an 
emergency plan for communicating in case of a terrorist attack 
or similar emergencies. Recall the movie Taken. The fact that 
the main protagonist prepared his daughter on some tech-
niques to use when traveling contributed to his mission to find 
her and bring her back to safety! Given the real imminent thre-
at and chaos that follows from an attack, every family should 
develop such communication plan. That includes where to go 
to when an attack happens; that is, evasion and escape plan. 
Questions like where is the meeting point, how to go; how to 
call in case phone was dropped etc should be covered. Even if 
you have the phone or even internet, many others might be 
using their lines ending up weakening with connections. Along 
with the communication plan, have a medical toolkit always at 
an arms-length. Teach your kids 101 first aid for themselves. 
All trainings you receive and then pass on to your family will 
eventually improve their neurobiological responses to any sho-
ck, making them freezing much less in an attack, hence not 
falling as targets. This is what evidence from neuroscience 
tells us!



 

Eighth, step things up a bit more. Realize that we live in world 
of illusion of security rather than reality of security. Meaning, 
we are surrounded by security CCTVs, uniforms, etc. but these 
cannot cater for every person when a strike hits. Prior disa-
sters (e.g. 9/11, Beslan) showcase of that. Besides, terrorism 
is mathematically a speculative probabilistic action with detri-
mental effect. Hence, just like throwing a dice with a probability 
of scoring each of the sides equally, even if you are a genius 
player, terrorism is the same. The only way to be certain of it 
happening – and in a specific place, you have to see it; so-
mething you may not want to witness. 

Given the nature of terrorism, train yourself and your beloved 
ones martial arts and mental planning for the different security 
scenarios as part of your family-quality time. Incorporate them 
in a fun yet serious narrative. Fortunately, kids love action and 
those who do not love spending time with their fathers and mo-
thers. Prepare yourself and your family to mentally accept that 
something somewhere could happen and they might be in it. 
Why, because as psychology tells: the more one accepts so-
mething the less they will be stressed when it really happens. 
Acclaimed journalist Amanda Ripley interviewed many survi-
vors of terrorist attacks and other disasters and found that tho-
se who accepted that something bad happened were better-off 
in coping than those who cognitively resisted the idea of a bad 
thing happening. 

OUTCOME IS BASED ON
90% MENTALITY

AND
10% SKILLS



They end up in what psychology calls, cognitive dissonance. 
This dissonance impedes them from thinking actively and 
moving forward. Instead, they become traumatized from the at-
tack. 

The more you train yourself and family, the more you become 
more adaptable and that is a key for survival against any atta-
ck, as Jason Hanson, former CIA case officer elaborates. Addi-
tionally, as stated at the beginning of the eight point to step up 
things more and be innovative in approaching security issues. 
In that regard, it is important to inform your family, especially 
kids to use 911 or other emergency number depending on 
where you are; however, you must make them aware that 
when something bad happens, self-reliance is essential, even 
more than contacting the police, which already would be signi-
ficantly under pressure to respond to the many shouts.



Ninth, tactically speaking, the moment you go into a building, 
learn about its exits and evacuation plan. In any hotel, at the 
back of your room-door, as part of hotel regulations, you will 
find the floor plan of where you are and your nearest exit. Take 
an eye-photo of it to recall when needed. Invite your family 
members to do so. Make it a habit the moment you arrive in 
any new place. Stay away from heavily glassed places. Re-
member terrorists like showing –off and what is best if not 
glass flying away to maximize damage from their attack. Be 
mindful who you speak to, especially with street-labor e.g. taxi 
drivers, clerks in convenience store. Again, do not turn para-
noid, but just be cautious. Those in the streets know more than 
you and hence could be more valuable for a terrorist organiza-
tion to recruit from – cases from France and the US tell that 
story.



Tenth, outside the realm of human-initiated actions, embrace 
technology. There are plenty of wearable devices out there 
that could ensure the traceability of your young beloved ones 
and ensure inter-connectedness with any other person you are 
keen on keeping constant contact with, especially in case of 
crisis. Be bold and try out these innovations.

Having presented the ten commandments, here is another ai-
ding tool for you to kick-start and take control of your security 
and that of your precious ones. This is a basic surviving terro-
rists checklist. If you do not cross X on all of them, work on 
these you still lag behind in and improve those you score less 
on. 
 



Remember, someone somewhere plans to strip you from your life. It 
is only a matter of speculation who or when he will strike. Because, 
you see your life worth it, work on protecting it.

Check out SIRAS Academy portifolio of courses and security 
tool-kits and more on: SIRAS Academy website  

Facebook
Like our facebook site SIRAS Academy and keep 
yourself updated here: Facebook page

SIRAS Academy is ready to take your 
knowledge and training far beyond what you 
thought you were capable of. The academy 
facility is the largest in Europe and nothing 
matches our expertise in security training.

http://sirasacademy.com/?lang=en
http://sirasacademy.com/?lang=en
https://www.facebook.com/pages/SIRAS-ACADEMY/218051218238996
https://www.facebook.com/pages/SIRAS-ACADEMY/218051218238996

